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STRENGTHENING
RISK CULTURE



Some excerpts from the Banking Royal 
Commission 
“To put that in more concrete terms, it is the board and senior management of 
financial services entities who are responsible for, and have the greatest degree of 
control over:

• whether the entity has a culture that encourages good customer outcomes 
and the sound management of risk – a culture in which employees ask, ‘what 
should I do?’ instead of ‘what can I do?’, and feel comfortable speaking up 
when they see that something is not right;

• whether the entity ensures that compliance issues are identified, escalated as 
required, and addressed promptly and effectively; and

• whether the entity has an open, transparent and constructive relationship 
with regulators.” Page 347 



Excerpts continued… 

‘Managing culture is not a one-off event, but a continuous and ongoing effort that 
must be integrated into day-to-day business operations.’

‘Leadership always matters, and banks must embed conduct and culture messages 
and expectations from the top down, through middle management down to the 
teller in their organization. There is increasing awareness that tone from above is as 
important as tone from the top,  and this requires a shift in how managers at all 
levels of the organization are trained, promoted and supported.’

‘While cultural norms and beliefs cannot be explicitly measured,  the behaviours 
and outcomes that culture drives can and should be measured’.



Excerpts continued… 

What the Recommendation requires is much 
more than an exercise in ‘box-ticking’. Its 
proper application demands intellectual drive, 
honesty and rigour. It demands thought, work 
and action informed  by what has happened in 
the past, why it happened and what  steps are 
now proposed to prevent its recurrence. 

Above all, it demands recognition that the 
primary responsibility for misconduct  in the 
financial services industry lies with the entities 
concerned and with those who manage and 
control them: their boards and  senior 
management.

Recommendation 5.6 – Changing 
culture and governance All financial 
services entities should, as often as 
reasonably possible, take proper steps 
to
• assess the entity’s culture and its 

governance; 
• identify any problems with that 

culture and governance; 
• deal with those problems; and 
• determine whether the changes it has 

made have been effective.



Common challenges 

In your table groups, discuss for 10 minutes: 

• What are the biggest challenges you have to improving risk management in your 
organisation?  

• How well is your organisation doing in the following: 
• Risk is a critical part of decision-making

• Staff are empowered to take risks 

• Staff understand how to manage risks

• Senior leaders 'walk the talk' for risk management

• Risk is embedded in day-to-day work 



Common challenges I’ve seen  
• Too down in the weeds 

• Overreliance on ‘good 
intentions’ 

• Complacency and lack of 
proactiveness 

• Not realizing that maintaining a 
good risk culture takes 
constant effort 

• Not understanding the value of 
risk management 

• Compliance-only focus 

• Risk as a standalone process / 
not integrated into business 
as usual / siloed approach 

• Risk improvement solely 
focused on policy and process

• Not documenting risks 
properly

• Doing risk ‘by yourself’ 



What is culture?  

• The way we do things around here 

(behaviors)? 

• Shaped by incentives? 

• Jointly held beliefs and 

interpretations about ‘what is’?

• The sum of values and rituals?

Source: APRA review 

Behaviours

Mindsets

Drivers

Outcomes



What does a “good” risk culture look 
like for you?  



STOP

START

• Avoiding discussions on risks and 
issues. 

• Treating it as a compliance activity. 
• Making it a ‘set and forget’ exercise. 
• Not following policy and process. 

Managers and leadersIndividuals

• Taking too long to address critical risks 
• Making decisions purely on intuition. 
• Criticising or ignoring staff members 

who bring up risks.

• Thinking about risk in the context of 
objectives. 

• Actively considering risk when 
making decisions.

• Challenging your own assumptions. 
• Proactively raising risks to your 

management.

• Considering risk as part of existing 
practices and processes.

• Adopting a risk-based approach to 
decision-making.

• Responding to risks raised by team 
members positively and with action.

• Modelling good risk management 
behaviours. 

Example of risk behaviours 



An overall strategy is essential 

• Your risk strategy should include information on: 
• Current and target risk maturity – be specific and tailored to your context 

• Specific actions, timeframes and who is responsible 

• Hard choices – what can and can’t you achieve?  

• Your risk strategy should not: 
• Include unnecessary fluff – this isn’t the place to replicate the ISO 31000 standard 

• Involve doing everything.  



Template or a risk strategy-on-a-page 



Risk decision-making 

• If risk assessments don’t lead to decision-making, then it’s a waste of 
time. 

• Most of the time it isn’t possible to make decisions based on 100% 
perfect information.  

• It’s a balance between acting quickly and waiting to gather more 
information. 

• There will always be assumptions underpinning the decision. 



Engaging and influencing

• Be clear on roles and responsibilities. For example: it isn’t the role of the 
Audit Committee to make decisions on strategic risks.  

• Design your approach based on your audience. Do they need to know all 
the details?  What are they interested in?  What decisions do you need 
them to make.  

• Know your end goal – both for the specific interaction and the overall 
relationship. Is it realistic?  Is it achievable?  

• Put aside time for communication and engagement. Having a great risk 
policy is useless if nobody follows it. 



HELP! The senior leadership isn’t on board.
What do I do?  

WHY?  WHAT?  WHEN?  



Communicating on risk 

Awareness Buy-in Skills

• Website
• Risk policy and 

guidance 
• Factsheets 
• Talking points 
• Articles 

• Presentations to senior 
leadership 

• Presentations across 
the organisation 

• Short videos from 
trusted leaders 

• Case studies 
• Community of Practice 

• Training needs analysis 
• Short session for senior 

leadership on 
improving risk culture 

• Targeted risk training:  
eLearning, risk 101, 
training for managers, 
technical training 

• Coaching 



Example of a high-level comms strategy 

• Dedicate 30% of our time to communication and change management

activities

• Use preferred senders (senior leaders and immediate managers) for our

key messages

• Practical over theoretical – linked to what staff are doing on a day-to-day

level

• Focus on ‘what’s in it for me’ at all levels

• Flexible and responsive to feedback
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Sponsored by a senior leader –
the Chief Risk Officer 

Sponsorship

External presentations. Case studies. 
Opportunities to comment on policies 
and other documents. Senior leaders to 
speak directly to COP members.

Interesting topics
Opportunity for people to work 

together on a common goal. 

Collaboration

Regular emails on topics of interest 
outside of the meetings. Building 
genuine community.

Not just meetings

2-monthly meetings, scheduled in 
advance. No cancelling unless there is 
something absolutely urgent and in that 
case reschedule immediately. 

Regular meetings
A representative from each business 

group and area with an interest in risk 
management (WHS, security, fraud 

control, etc.). 

Representation

Building a Risk 
Management 
Community of 

Practice 

Case study



Embedding risk management 

Strategic

Program/ project

Operational 

Good risk 

management 

looks different at 

different levels of 

the organisation 



Examples: Embedding risk 

Managing grants 
• Using risk to develop assessment criteria to identify how much time/effort 

should be put into managing each grant. 
• Based on several years of data. 

Developing an 
implementation 
plan 

• An issue needed to be addressed, but there were several ways that it could 
be looked at. 

• Options were developed based on risk appetite, for example: 
• Just meeting regulatory requirements 
• Cautious approach 
• Proactive approach 
• Bold approach 

• Specific actions were developed for each risk appetite option. 

Assessing awards 
• Determining the consequences of an incorrect assessment for each award. 
• Using that information to assign resources. 



Useful skillsets to have in 
your risk team

Your risk team shouldn’t just be composed of deep risk subject matter 
experts.  Other useful skills include: 

• Change manager  

• Communication expert

• Analyst 

• Workshop facilitator 

Who is in your 
risk team?  



What changes have you made? 

Share with your table group anything your organisation has

done to strengthen its risk culture.

Each table to identify two or three examples to share with the

larger group.



Measuring risk management 
Examples of survey questions

“Within my team, risk assessments create value for the 
organisation.”
“I understand the most significant risks to my work area’s 
ability to deliver our organisation’s outcomes”. 
“In the past six months, applying a formal risk assessment 
process has supported my decision making in…”

• Preparation of a business case
• Preparing for or managing change
• Reviewing and or shaping business planning, etc. 

“Someone holding my position requires a high degree of 
proficiency in risk management”. 
“My organisation has an effective risk management 
framework and process.” 
“Calculated risk-taking is rewarded in my organisation.” 

• Benchmarking/ maturity models

• Staff surveys

• Formal and informal feedback

from staff

• Control effectiveness



Examples of risk maturity models 
The elements Maturity levels 

Commonwealth 
Government –

Comcover

1. Establishing a risk management 
policy 
2. Establishing a risk management 
framework 
3. Defining responsibility for 
managing risk 
4. Embedding systematic risk 
management into business 
processes

5. Developing a positive risk culture
6. Communicating and consulting about 
risk
7. Understanding and managing shared 
risk 
8. Maintaining risk management capability 
9. Reviewing and continuously improving 
the management of risk

Fundamental
Developed
Systematic
Integrated 
Advanced
Optimal 

Victorian 
Government –

VMIA 

Risk Management Framework
Risk Culture
Risk Management Process

Evolving
Embedding
Optimising 

A similar global 
risk association –

RIMS 

ERM-based approach 
ERM process management 
Risk appetite management 
Root cause discipline

Uncovering risks 
Performance management 
Business resiliency and sustainability

Ad hoc 
Initial 
Repeatable 
Managed
Leadership 



Rewarding good risk behaviours 

• Make sure that there aren’t any inherent disincentives for good risk 

behaviours. 

• Shine a light on examples of good risk management. 

• Call out bad risk behaviours – within your own team and with 

stakeholders. 

• Consider having risk awards as part of your formal reward and recognition 

process. 



Ideas for improving risk culture

• Strategy for 
improvement 

• Policy/ framework 
• Process 

Setting the scene 
• Templates 
• Toolkit 
• Intranet site
• E-course 

• Incorporated in other 
templates

• Making sure everything 
is in plain English 

Taking the next step

Unique improvements designed for your own agency 

• Facilitating risk 
workshops

• Enterprise/ 
strategic risks

• Regular discussions 
with senior leaders 

• Measuring 
effectiveness 

• Face-to-face risk 
training 

• Control effectiveness 
reviews

• Targeted coaching 
on risk 

• Good assurance 
mechanisms 



Action planning

In your table groups, discuss for 15 minutes:

• Each person to identify two or three actions you’re going take once

they’re back in the office.

• Identify potential challenges you might encounter when implementing

these actions and how you will deal with these.



Any questions?  

Contact details
Dannya Hu 
Dannya.Hu@callida.com.au
0434 106 124
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